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Introduction

DRACO: Robust SGD via Coding Theory

Challenge: robustness of distributed optimization algorithms
* Distributed Training vulnerable to attacks
*  Vanilla SGD is not robust against a single adversary

Goal: build a robust version of SGD that is:
*  Computational cheap
*  Black-box convergence guarantee
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Distributed Training without Adversary

Key Idea:
*  Defend via algorithmic redundancy
*  Borrow tools from coding theory
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Parameter Sever: Decoding and Model Update
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Compute nodes: Gradient Evaluations and Encoding

Fractional Repetition
X1 [Tandon et al.]
X Or Fourier-based

cyclic code

1

Pros:

- Small PS complexity

- DRACO model = SGD model
- Convergence for free

Cons:
- Redundancy seems wasteful

Thml:
To tolerate s adversaries,
we need r > 2s

Thm2:
DRACO is optimal

Experiments

Defend via Majority

* Each group computes the same sum of gradients
* PS uses majority to select true sum of gradients
» if fewer than half of nodes/ group are adversarial,
=> majority returns true gradient

Convergence
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11.1% (Proposed Rep)

Cifarl0 on ResNet- I8

45 compute nodes

m4.2xlarge instances of EC2
1,3,5 Adversaries

System in PyTorch + OpenMPI
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DRACO ~5x faster at 88%
Median never reaches 90%
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Runtimes on Large-scale Models

adversaries 11.1% Rep ~ WM adversaries 11.1% SGD  WEM adversaries 11.1% Cyclic

adversaries 11.1% GM
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(a) ResNet-152, Rev Grad

* DRACO ~5x slower during compute

* Median ~20x slower during averaging
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(b) VGG-19, Rev Grad
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